User Manual

One Safe Portal

Thank you for choosing to stay safe with One Safe, the latest service from One Albania.
Activation and Login

Once you activate the One Safe service in One store, you will receive an SMS on your contact number

containing the following details:

. Username
e Password

e Access link: https://safe.one.al

How to log in:
1. Access One Safe portal link.
2. Enteryour login credentials:

o Username: Username from the SMS.

o Password: Password from the SMS.

3. Click Sign in to access the portal.
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https://safe.one.al/

Main Interface

After logging in, the homepage will display key protection features, such as:

o Malware & Phishing Protection
o Internet Restriction

o Monitoring Internet Activity for Your Family

)
‘one |Safe

Malware & Phishing Protection Personal Internet

This protects your family from phishing attacks and infected web pages Restrict access to potentially harmful or inappropriate website content

Household internet usage

24 hours | 7 days ‘ ‘ 30 days ‘ v Internet Activity Bl Personal Internet Blocks  +~ Malware/Phishing Blocks

Profiles Section

Default Profile:
e Provides standard protection for all devices and family members.
Other Profiles:

e There are three different profiles for different age groups:
o Children (Strict - Advanced)
o Teenage (Medium - Standard)
o Adult (Light - Basic)

Profiles

Have a new computer or mobile device? Add Device

Default teenage child Adult
Teen Children 0-12 Adult
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Protection Level: Custom Protection Level: Medium Protection Level: Strict Protection Level: Light
Devices: 0 Devices: 0 Devices: 3 Devices: 0
| See Details l l See Details l l See Details ] l See Details |

Pause Internet -~ Pause Internet ~ Pause Internet ~ Pause Internet «



If you delete one of predefined profiles, you can add a new one.

Steps:

1. Click + Add New Profile.

2. Fillin the following details:

o Profile Name

o Age Group

3. Click Create to save.

Profile Name

CREATE NEW PROFILE X

@ Children 0-12
Teen

Adult

Choose age group

Cancel Create

& Back to Dashboard

Teen

Adoleshent

£ Edit

Pause Internet v

SafeSearch @

Mabware & Phishing Protection Personal Internet

PROFILE DETAILS

Protection Level

Restrict or allow access to websites in the selected content categories for all devices in this profile.
Protection Level

Medium v
The list of categories for the Medium level is pre-set, changing it will automatically take you to the Custom level.

Set Categories List v

Homework Time
Restrict content that is usually allowed, but not for homework time

Set Homework Time v

Internet Off
Turn off Intermet access cornpletely for when they shouldn't be online

Set Internet Off Schedule

Block & Allow Lists
Make lists of specific websites to restrict or allow access for all devices in this profile.

Compose or Edit Lists

Devices
No devices associated with this profile. You can add devices in Settings



To edit or delete a profile, select the profile and use the Edit option (to rename the profile) or Delete.

CONFIRM ACTION

All related devices will be unassigned. Do you really
want to delete this profile?

EDIT PROFILE

Profile Name




Internet Restriction
Disabling Internet Access:

o Click Pause Internet and select the duration for which the internet will be disabled.

Adoleshent
Teen

Protection Level: Medium
Devices: 0

‘ See Details

Pause Internet -~

1 Hour

2 Hours

24 Hours
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Restoring Internet Access:

o Click on the profile with disabled internet and select Unpause.

UNPAUSE PROFILE ADOLESHENT

The internet access for Adoleshent will be restored

immediatety.




Website Category Management
Updating Categories:

1. Click See Categories List.
2. Block/allow categories as needed.

3. Click Save to apply changes.

Protection Level

Restrict or allow access to websites in the selected content categories for all devices in this profile,

internet Pause

Protection Level

Medium ~

The list of categories for the Medium level is pre-set. changing it will sutomatically take you to the Custom level.

w Advertisement + AMlowed w Job Search v Allowed
w Aleohol & Tobacca © Blocked v Mature Content @ Blocked
» Anonyrizers ® Blocked v Network Errors © Blocked
v Arts ~ Allowed  » News v Allowed
* Chat ~ Allowed v Objectionable © Blocked
w Computers & Technology ~ Allowed + Online garmes v Allowed
> Cults ® Blocked  w Parked Domains v Allowed
w Dating Q Blocked ¥ Politics + Allowed
« Download Sites ~ Allowed + Pornography/Sexually Explicit © Blocked
w Education ~ Allowed = Private IP Addresses © Blocked
* Entertainment ~ Allowed v Religion ~ Allowed
w Fashion & Beauty ~ Allowed + Restaurants & Dining v Allowed
w File sharing ® Blocked  + Search Engines & Portals v Allowed
Collapse ~ Discard Save

Homework Time:

o Restrict certain web categories during a specific time frame.

o Update the days and schedule, then click Save.



Homework Time

Restrict content that is usually allowed, but not for hornework time:

Start End

|DE:OO‘|am|V‘-‘WU:ODHpm|V|

Days
[ IMon [ | Tue EdWed E@Thu | |Fi [ [Sat [ |Sun
Current time 02:29 pm

am pm
1z 1 2 3 4 &5 & 7 8 9 0 11 12 1 212 4 5 & 7 & 9 RLs b

Sun

Homework Time [l Intermet OFF

From 08:00 am to 10:00 pm on selected days block these categories of websites

w Advertiserment ~ Allowed = Job Search ~ Allowed

w Alcohol & Tobacco ® Blocked w Mature Contert ~ Allowed
Biocked by Medium protection level Blocked by Medium protection level

» Anonymizers ® Blocked w Network Errors ~ Allowed
Biocked by Medium protection level Blocked by Medium protection level

Internet Disabling:
o Disable the internet at specific times and days for a selected security profile.
o Click Save to apply changes.

Internet Off

Turn off Internet access completely for when they shouldn't be online

Start End
‘ 12:00 H am A | - ‘ 12:00 H am ~ |
Days

[T Mon [ Tue E@Wed [ |Thu | | Fi [ |Sat | | Sum

Current time 02:31 pm
am pm
121 2z 3 4 5 & 7 8 9% W M 121 2|3 4 5 & 7 88 3 W N

bon

Homework Time B Internet Off

Collapse -~ Discard Sawve



Block & Allow Lists

o To block a website, enter the URL and click Check.

o Toremove listed websites, click Remove All.

Block & Allow Lists

Make lists of specific websites to restrict or allow access for all devices in this profile.

Enter URL you want to Elodk or Allow

Check

Block List Rermave All Allow List Rernove All

Collapse ~

Device Management

Manually Adding Devices:

1. Click + Add Device Manually.
2. Fillin the following details:

o Device Name

o MAC Address

o Security Profile

3. Click Add Device.

Detected Devices:

o All newly detected devices can be assigned to security profiles according to your preferences.



€ Back tn Dachboard Malwara & Phiching Protection Personal Intarnet

Ax::mt DEVICES + Add Devi
[ ]

Manage Devices Advanced View | pefresh &

Block & Allow Lists

Device Name 4T Code Manufacturer 4t LastSeen | Actions
T TaTEeBEIThES - - Mar 12, 2025, 225 PM : A
Block Page - -
ﬁ T 880194002 = = Mar 12, 2025, 225 PM
T s0atsadectt - AzureWave Technology e Mar 12, 2025, 220 PM
Devices
:‘ % Tssssasn — usmeTtnosgin  Meri2 20 25 : ADD DEVICE MANUALLY
m T 00033719 - Izl Corporate Mar 12, 2025, 210 PM H To add device manually yourll need to enter is MAC
T azae20 0099 = = Mar 12, 2025, 155 PM v addrass.
(@ You can idemify & device using 4 character code. Not sure what a & character code s? Click here tolearn mare Denice Marme
Default Devices A
Device Name 4T Manufacturer/Device 4 Last Seen JF Actions

Device Name 4T Manufacturer/Device 4 Last Seen JF Actions

Device Name 11 Manufacturer/Device 1 LastSeen | Actions
T Test)uli aomi Communications Co...  Mar 12, 2025, 225 PM
F Agple, Inc Mar 12, 2025, 10235 AM
T Eraida Apple, Inc. Mar 4, 2025, 905 AM

Bypass PIN

o The PINis used to bypass blocked pages and provide protection against malware and phishing.

o It must contain 5 characters (a-z, A-Z, 0-9).

Block Page
Bypass PIN
-a Code can be used to bypass block pages generated by this service
*required
Devices reees ® @ anALOSony
m Use "Bypass PIN" to Click to Continue option

Personal Internet

Malware & Phishing Protection

Save




Account Section

o Viewyour Subscriber ID.

o Setthe Time Zone and Portal Language (English or Albanian).

Account ACCOUNT

. General

Block & Allow Lists Subseriber 1D

n 042219821

Time Zone
Block Page (GMT +01:00] Tirane v
-a Display time in 24 Hour Format (23:59)
Language
Devices ,
English ~

LG

Save

o For more security information and details on the One Safe portal, visit the Help Page.

tone Safe

Account

€ Back to Dashboard Malware B Phishing Protection A Block & Allow Lists

Block Page

Account ACCOUNT Devices

. Clear Data
General

Help Page (2]

Subscriber 1D

Block & Allow Lists Log out
n 042219821
Time Zone
Block Page (GMT +01:00) Tirane v

Display time in 24 Hour Format (23:59)

=8
[ |
Devices

LG

Language

English ~

Save
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HELP PAGE
entry
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The Secure Internet Access Portal for Subscribers (One Safe) enables you to protect and restrict internet
access for users on your local network.

I

» Initial Configuration
o QSI Panel for Subscribers

Initial Configuration

» Setting Content Restrictions

© Enabling and Disabling You can explore the configurations and options before saving your settings.
Protection Settings

¥ Device Discovery First, you will need to complete the initial setup which includes the following steps:

» Actions on Devices
1. Log in to the One Safe Portal

» Remote subscriber of the One
Safe portal 2. Choose a Configuration

3. Create User Profiles
4. Set Filters for websites

5. Set the Networked Devices to the appropriate profile.

Log in to the One Safe Portal
To log in, use https://safe.one.al and the account credentials sent to you by One Albania.

| This step can be skipped if you have recently authenticated during your current session.

Copyright @ 2025 - All rights reserved.

Clearing History:

o Click Settings > Clear Data.

o Selectthe elements to delete and click Clear.

CLEAR DATA HISTORY

Specify the data history that you would like to clear
Internet Activity

Personal Internet Blocks

Malware & Phishing

Infected Devices

Cancel Clear




